Authentication at Fermilab

Fermilab supports several authentication mechanisms
for user and computer authentication. This talk will
cover our authentication systems, design
considerations, and using them as designed in our
diverse environment.
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Three Authentication Services?

1999 - The Kerberos realm was our initial centralized
authentication service

2001 - Active Directory was implemented to collapse
several NT domains

2009 — LDAP was implemented to centralize
authentication for the growing number of web apps that
could use LDAP for authentication

Together these services provide a secure, centralized
solution that serves the needs of the varied communities
and applications at Fermilab.
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The Authentication Environment

- Designing, operating and maintaining
authentication mechanisms to meet diverse
needs of the user community at a national
laboratory is challenging

- We have to balance the needs for scientific
computing with the needs for traditional
computing

 The solutions must be scalable and secure

- We have to keep in mind that our real business
IS science
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Kerberos

- The Kerberos realm is used for
scientific computing
Workstations
Servers
Farm nodes
GRID nodes

- A Kerberos realm allows for

centralized management of users on
*nix based platforms.

Linux
Solaris
HP/UX
OS X
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Kerberos Principals

Compound 64078

host/ 18295 /cd/ 678
ftp/ 18203 enstore/cd/ 635
/cdf/ 14452 /d0/ 464

[cdf/*caf 12757 /bd/ 285
/cron/ 3344 [ft/farm 84
/cms/farm 1477

Active Users 3658
Computers 18274

Fermilab’s Kerberos infrastructure is based on the MIT
distribution and issues 10 million tickets per week
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Kerberos Security Considerations

- Minimal number of Kerberos Administrator
accounts

- Administrator access is restricted to tightly
controlled servers

- Delegated administration tasks are restricted to
special accounts

{0} ENERGY 2= Fermilab

Authentication at Fermilab 8



Kerberos Auditing

- One reporting tool in use
syslogNG

Two Instances

Kerberos Administrators
Computer Security Team

Special notifications for user account creation,
account enable, and deletion
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Active Directory (AD)
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Active Directory fJ

sl -
Windows Server
Active Directory

- AD is used for traditional computing
HR, ES&H, FESS

- Logon services for Windows workstations
- File and print services
- Windows integrated applications

- Growing number of OS X systems participating
In the domain
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Active Directory Risk Assessment

- Fermilab hosted Microsoft Professional Services
for an Active Directory Risk Assessment in 2011

Overall results were very good

Engineer noted the low number of DA accounts was
well below the normal encountered

Complimented the configuration for delegated AD
object management.
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Active Directory

XP WS 2000

Vista WS 2003

Windows 7 WS 2008

OS/X
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Active Directory Security Considerations

- Minimal number of Domain Administrator (DA)

accounts
DA access is restricted to tightly controlled servers

- Delegated AD administration is restricted to
special accounts

Server administration is restricted to special
accounts

Minimizing local administrator access on
workstations
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Active Directory Security Considerations

. Centralized Anti-Virus Management
Symantec
Sophos

- Centralized Patch Management
Windows Software Update Services (WSUS)
» System Center Configuration Manager (SCCM)
» Apple Software Update Server (ASUS)

- Centralized Configuration Management
System Center Configuration Manager
Casper
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Active Directory Auditing

- Two reporting tools in place

Quest Change Auditor
Domain Administrators

syslogNG

Computer Security Team

- Special notifications for user account creation,
user account enable, and user account deletion
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LDAP

- LDAP over SSL authentication

- Supports applications hosted at Fermilab
SharePoint
Exchange Email and Calendar
\V/\

- And those hosted in the cloud
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LDAP

« Based on Active Directory
e 13000 User Accounts
5400 Active Users
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LDAP Security Considerations
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LDAP Security Considerations

- The LDAP service is NOT part of the forest
used for AD

* There is NO trust relationship with the forest
used for AD

« Part of the design

« Separate passwords to contain issues resulting
from compromise of user passwords

Y
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LDAP Security Considerations

 Active Directory supports LDAP so why create a
unique LDAP service based on a different
Active Directory forest?

Unigque security rules for interactive Kerberos
environments

AD uses Kerberos for authentication so we treat it as a
Kerberos infrastructure

E-Mall passwords tend to be used on public (i.e.
Starbucks, hotels, etc) WiFi networks and are
susceptible to being compromised
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LDAP Security Considerations

- By separating the LDAP service from the AD
service (email from interactive) we feel we
are lowering the risk of interactive passwords
being compromised

- |If a LDAP password is compromised E-Mall
and SharePoint access can be impacted.
Access to Kerberos based scientific
applications, data, PIl and business
applications located in Active Directory are
not impacted.
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Kerberos Certificate Authority (KCA)
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Kerberos Certificate Authority

- Open source application running on Windows
Server

Issues 80,000 certificates per week

- Provides short lifetime x.509 certificates for
accessing web services

Maximum lifetime of 7 days

- Certificates are issued after authentication from
Active Directory or Kerberos
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KCA Certificate Usage

- Web page authorization
Leave Usage
Document Database
Training Requirements

- GRID resources
Access to GRID Virtual systems
GRID job submission
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KCA Tools - Windows

- Open source Net ID Manager client used on
Windows systems to automatically acquire
X.509 certificate at logon

M Network Identity Manager M=] E3
File Credential YWew Options Help

OhEhhAa&® @

Tvpe Locati... Service Mame Time Remaining

(@) ENERGY 3% Fermilab

Authentication at Fermilab 27



KCA Tools - Windows

Inkended purpose: I«::.ﬁ.ll:b j

Personal |Other People I Inkermediate Certification Autharities I Trusted Root Certificatior 4 I *I

ceneral Details |CertiFil:ati-:|n Path I

Shiow: |~::F-.II:>

Field
{ M
[F] serial number 02 43 79 19
ESignature algorithm  shalRSa
Import. .. Export. .. Remove Elssuer Kerberized Ca H3M, Certificate Authorities, Fermilab, fnal, gov
E'-.-'alid From Tuesday, May 15, 2012 7:51:53 PM
Certificate intended purposes PR |y yara a3 v v i

== j UIDn:lilstrorn, Al Lilianstrom, People, Fermilab, fnal, gov

Certificate in Internet Explorer

Edit Propetties. .. | Copy ko File, .. |

5 EaRE TRy Certificate in Net ID Manager
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KCA Tools — OS X and *nix

- Scripts and utilities are provided to OS X and
*nix users to acquire x.509 certificates as
needed

- Certificates are inserted in to the default
browsers on each OS via the script
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KCA Tools — OS X and *nix

=l - P =
et lilstrom@creamskimmer:~

[lilstrom@creamskimmer ~]% klist -
Ticket cache: FILE:/tmp/krbScc 9290 g¥JgW3088
Default principal: lilstrom@FERMI.WIN.FHAL.GOV

Walid =starting Expires Service principal
05717712 0B:12:36 0O5/17/12 17:26:11 krbtgt/FERMI.WIN.FHAL.GOVEFERMI . WIN.FHLL.G
oW
renew until 05/24/12 07:26:11
05717712 0B:13:34 05717712 17:26:11 afs/fnal.govEFERMI.WIN.FHLL.GOV
renew until 05/24/12 07:26:11

Ferberos 4 ticket cache: /tmp/tkt3230
kElist: You have no tickets cached
[lilstrom@creamskimmer ~]5 I

=l - = -
e lilstrom@creamskimmer:~

[lilztromBcreamskimmer ~] % get-cert -i -
Get-Cert V3.1 Linux 261008

Cption =selected to obtain KCA certificates and attempt to auto-import into Mo
la and FireFox

Found existing certificate. Deleting...

Imported certificate to fhome/lilstrom/.mozilla/firefox/mbg7dwol.default

Fermilab ECA certificate imported into browsers

If vou need to manually import the certificate into other
applications, you can find the converted certificates at:

x509 format: /tmp/x50%up w9290
PECS12 format: /tmp/x50%up u9290.pl2

[lilstrom@creamskimmer ~]5 I
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KCA Tools — OS X and *nix

=) |- = :
e lilstrom@creamskimmer:~

[lilstrom@creamskimmer ~]% klist -
Ticket cache: FILE:/tmp/krbScc 9290 g¥YJgW3088
Default principal: lilstrom@FEERMI.WIN.FHAL.GOV

Valid =starting Expires Service principal
05/17/12 08:12:36 O05/17/12 17:26:11 krbtgt/FERMI.WIN.FHAL.GOVEFERMT.WIN.FHAL

GOV

renew until

'DE;LTELE 08:13:3 af=/fnal . govEFERMI .WIN.FHLL . GOV
renew un

0517712 0B:16:3 krbtgt/WIN.FHAL.GOVEFEEMI .WIN.FNAL. GOV
renew un

0517712 0B:16:3 krbtgt/FHAL. GOVEWIN . FHAL . GOV
renew un

05/17/12 08:16:3 kca_se:vicefwi:serverz.f:a;.gchFHA:.EC?

renewW un
05/1ae/12 14:16:

kx508/certificatel

[#%]

FEerberos 4 ticket cache: /tmp/tkt3230
kKlist: You hawve no tickets cached
[lilstrom@creamskimmer ~]5 I
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KCA Tools — OS X and *nix

=l i =
e lilstrom@creamskimmer:~

[lilstromBcreamskimmer ~]% openssl x509 -in /tmp/x50%up w9250 -text -
Certificate:
Data:
Version: 3 (0=2)
Serial Humber: 38308885 (0x2488fef)
Signature Algorithm: shalWithRSAEncryption
Is=suer: DC=gowv, DC=fnal, C=Fermilab, COU=Certificate huthorities, CH=Kerberized

Ch HSM
Validity
Hot Before: May 16 13:16:36 2012 GMT
Hot After : May 24 12:26:11 2012 GMT
Subject: DC=gowv, DC=fmal, C=Fermilab, OU=People, CH=41 Lilianstrom, CH=UID:1il
strom

Subject Public Eey Info:
Public Key Algorithm: rsaEncryption
RS2 Public Eey: (1024 bit)

Modulu=s (1024 bit):
00:d5:d5:1f:32:80:45:66:16:5b:83:58:4d:2d:b2:
de:b3:98:bl:b6:eT:b4:52:97:£f9:d7:26:13:00:bd:
cc:b7:78:6a2:f8:47:3f:c4:8a:2b:4f:14:28:8a:cbh:
b2:84:0a:ce:eT7:57:90:88:29:54:74:83:46:cT:ae:
fc:41:37:62:86:89:1f:Tc:96:£9:71:05:bf:13:da:
S5d:e3:f9:e8:66:87:32:be:afB:e8:62:1b:c3:6c:27:
03:ac:bd:c9:23:0f:5a2:02:3a:Tc:5b:f6:ea:aB:ad:
43:8e:e8:65:20:61l:fe:le:91:c7:77:42:f1:32:55:
30:8b:11:4a2:21:17:61:c7:58

Exponent: &5537 (0x10001)

¥508v3 extensions:
¥X508v3 Basic Comstraints: critical
Ch:FLLSE
X508v3 Eey Usage: critical
Digital Sigmature, EKey Encipherment
Hetscape Cert Type:
E5L Client

Hetscape Comment: =
Certificate issued by Fermilab ECA I a

X509v3 Issuer Alternative NHame:




User Accounts

- All regular user accounts are created in all three
authentication realms by our ID Management
SYAIEIN

Active Directory
Kerberos
LDAP

- Special accounts (-admin, /admin, etc) created
as necessary where needed

Used for delegated access to systems and services
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User Accounts

- Account Lifecycle
Creation / Termination by IdM

Computer Security has ability to disable user
accounts

 What do we consider a user?
 Employees
« Contractors
» Visitors
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The Authentication Environment

L]

Windows

Wmdows

Server
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Windows Logon

- WIindows users authenticate
against AD

Net ID Manager accesses KCA
server on behalf of the user and
gets a KCA certificate and installs
It in the browser

Net ID Manager can manage
multiple identities for the end user

Access to domain resources occurs as expected
File and print servers
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Windows Logon

- Exchange
Separate authentication against the LDAP service

. SharePoint
Separate authentication against the LDAP service

- Access to Unix servers via SSH
Client can use Windows credentials

Kinit against Kerberos realm and use those
credentials
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Windows Admin Access

—
&%
] »
"~ ”

e
’ Qal
S’

- Delegated Admin

admin credentials

CC> Copyright 1785-28083 Microsoft Corp.

C:~WINDOWS s ystemdZ >vhoani
fermi~lilstrom—admin

G WINDOWS~systemd2 >

e A WINDOWS  system32h cmd.exe

U:~>runas Auser:fermivlilstrom—admin cmd
Enter the password for fermixlilstrom—admin:
Attempting to start cmd as wser "fermivlilstrom—admin' ..

=~

EEvEEE LY =
Authentication at Fermilab
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OS X and *nix Logon

- User Authentication
Local
Active Directory

- Get-Cert script prompts for
credentials and accesses
KCA server on behalf of
user, gets a certificate and
Installs it into the browser

- SSH

Client uses credentials for Windows or Kerberos
realm If present. Otherwise prompts for credentials.
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OS X and *nix Logon

- Access to AD domain resources will prompt for
credentials If necessary

- Exchange
Separate authentication against the LDAP service

- SharePoint
Separate authentication against the LDAP service
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OS X and *nix Admin Access

Elevated local access
OS X —su and sudo
*nix — kinit and ksu

L tmp — sudo — 66x16

mac—-116849:tmp Lilstrom$ su -1 Lilstrom—admin
Password:

mac-116849:~ lilstrom—admin% sudoe vi fetc/krb5.conf

Password:[l
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OS X and *nix

=l - = =
ET— lilstrom@creamskimmer: ~

[lilstrom@creamskimmer ~]% k
Password for lilstrom@FHAL.®
[lilstrom@creamskimmer ~]% k
Ticket cache: FILE:/tmp/krbs

ILp'l:J_C'._h_Lp HLALOLLpAaEL - LLL S0 DU

WValid starting Expires

05/17/12 10:30:36 05718712
renew until 05/24/12

05/17/12 10:30:44 i
renew until 05/24/12

uﬁ__.jbi 10w Have U LICETLS L

[lilstrom@creamskimmer ~]% k

Loocount root: authorization
Changing uid to root (0)

Authenticated lilstrom@FHAL.®

Admin Access

init lilstrom@FNAL.GOV
o s

lis=st

cc 9230 TEIL1F31582

CNE L Y

Service principal

12:30:30 krbtgt/FNAL.GOVEFHAL.GOV
10:30:30

12:30:30 afs@FNAL.GOV

10:30:30

Kerberos 4 ticket cache: /tmp/tkt9250

doiea
su root

T
OV

for lilstrom@FHAL.GOV successful

[root@creamskimmer lilstrom]# whoami
root
LU L S L=l s L TeE T AL SLIUNY cAL L
exit
[lilstrom@creamskimmer ~] % I

=
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OS X and *nix Admin Access

« Delegated Admin
 kinit and ksu

e lilstrom@creamskimmer:~
= [ 1 8 -
[lilstromBcreamskimmer ~]% kinit -F lilstrom/adm@FNAL.GOV
Password for lilstrom/adm@FHAL.GOV:

[lilstrom@creamskimmer ~]% klist -f

Ticket cache: FILE:/tmp/krb5cc 9250 TEI1F31:82

T

Default principal: lilstrom/adm@FNAL.GOV

|
Valid starting Expires Service principal
05717712 11:48:08 05717 08 krbtgt/FHAL.GOVEFNAL.

08, Flags: RIL
:08 af=@FHAL.GOV

, Flag=s: B&L

[lilstrom@creamskimmer ~]5 I
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Future Plans

- Federation
Internal Web Single Sign On (SSO)

Provide tokens via web form or Windows logon for web
apps that support claims authentication

Shibboleth IdP

Collaboration with other InCommon members

- |dM

Existing IdM is home grown solution
Support, feature enhancement, etc

Looking at commercial solutions that allow a phased
rollout
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Future Plans

- Investigate moving *nix systems into Active
Directory

- Replacement of the MIT Kerberos server
Infrastructure with Heimdal

- Two factor authentication
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Conclusion

- Looking back at our goals:

We have to balance the needs for scientific
computing with the needs for traditional computing

 The solutions must be scalable and secure

We have to keep in mind that our real business is
science

- The authentication services presented provide a
secure, centralized solution that serves the
needs of the Fermilab community.
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Questions?
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